Questionnaire - Cyber attacks against companies
Disclaimer: All documents and surveys were originally in German. This is a translation to help understanding.
Notes:
· Notes on filtering
· Notes for the interviewer
· Unless otherwise stated, multiple answers are not possible


A Introduction
	A01 [bookmark: _heading=h.gjdgxs]In which area are you active in your company?
[Multiple answers]
(INT.: Read out if necessary!) 

	
	🔾
	Management/ Management Board

	
	🔾
	IT & Information Security

	
	🔾
	Privacy

	
	🔾
	Plant safety

	
	🔾
	Revision / Testing

	
	🔾
	External service provider

	
	🔾
	Miscellaneous __________________ 

	
	🔾
	Not specified

	
	🔾
	I do not know




	A02 How high do you estimate the risk for your company to be damaged by a cyber attack in the next 12 months , ... 

	
	
	Very Low
	Rather low
	Rather high
	Very high 
	not specified
	I do not know

	
	... which also affects many other companies at the same time?
[e.g. malicious software sent en masse]
	🔾
	🔾
	🔾
	🔾
	🔾
	🔾

	
	... that only affects your company?
[e.g. targeted espionage attack]
	🔾
	🔾
	🔾
	🔾
	🔾
	🔾



B Detected cyber attacks
[bookmark: _heading=h.30j0zll]In the following we are interested in the  cyber attacks and  attack attempts of  the  last 12 months to which  your company  had to react. 
[INT.: Explain in case of questions: e.g. Simply deleting spam is not one of them. 
An attack can consist of a combination of different types of attacks.]

	B01 Always related to the last 12 months: How often was your company affected by the following types of attacks and had to react? 

	
	
	Quantity
	Not specified
	I do not know

	B01a
	Ransomware, which had the goal of encrypting company data
	____
	🔾
	🔾

	B01b
	Spyware that was designed to spy on user activity or other data 
	____
	🔾
	🔾

	B01c
	Other malware - e.g. viruses, worms or trojans
	____
	🔾
	🔾

	B01d
	Manual hacking,  i.e. manipulation of hardware and software without using special malware
	____
	🔾
	🔾

	B01e
	Denial of Service ((D)DoS) attacks, which aimed at overloading web or e-mail servers
	____
	🔾
	🔾

	B01f
	Defacing attacks, which had the goal of changing unauthorized web contents of the enterprise
	____
	🔾
	🔾

	B01g
	CEO fraud, where a company leader was faked to cause certain actions by employees
	____
	🔾
	🔾

	B01h
	Phishing, where employees are fooled with real-looking emails or websites to obtain sensitive company data, for example
	____
	🔾
	🔾




C IT security structures
	C01 [bookmark: _heading=h.1fob9te]Which of the following measures are currently in place in your company? 
[When most severe attack is reported: Please additionally indicate whether this was already the case before or after the most serious cyber attack.

	
	
	Yes
	No
	Only after the attack
	not specified
	I do not know

	· 
	written guidelines...
	
	
	
	
	

	· 
	on information and IT security
	🔾
	🔾
	🔾
	🔾
	🔾

	· 
	to emergency management
	🔾
	🔾
	🔾
	🔾
	🔾

	· 
	Regular risk and weak-point analyses [INT.:  also pentest] 
	🔾
	🔾
	🔾
	🔾
	🔾

	
	Filter: Items 1/2 at least once "yes"]Compliance with the guidelines is checked regularly and violations are punished if necessary
	🔾
	🔾
	🔾
	🔾
	🔾

	· 
	Certification of the IT security  [e.g.  according to  ISO 27001 or  VdS 3473] 
	🔾
	🔾
	🔾
	🔾
	🔾

	· 
	IT security training for employees  
	🔾
	🔾
	🔾
	🔾
	🔾

	· 
	Exercises or simulations for the failure of important IT systems
	🔾
	🔾
	🔾
	🔾
	🔾

	
	Minimum requirements for passwords
	🔾
	🔾
	🔾
	🔾
	🔾

	· 
	Individual allocation of access and user rights  depending on the task  
	🔾
	🔾
	🔾
	🔾
	🔾

	· 
	regular backups (INT.: data backups)
	🔾
	🔾
	🔾
	🔾
	🔾

	· 
	
	🔾 daily
🔾 weekly
🔾 more rarely

	🔾
	🔾

	· 
	[Filter: if backups = "yes"]
physically separate storage of backups 
	🔾
	🔾
	🔾
	🔾
	🔾

	· 
	up-to-date anti-virus software
	🔾
	🔾
	🔾
	🔾
	🔾

	· 
	Regular and timely installation of available security updates and patches 
	🔾
	🔾
	🔾
	🔾
	🔾

	· 
	Protection of IT systems with a firewall 
	🔾
	🔾
	🔾
	🔾
	🔾




	C02 What is your impression? Would you say:

	
	
	Not applicable at all
	Meets 
rather not too
	Rather true
	Fully applicable
	not specified
	I do not know

	
	The management is aware of IT risks and complies with
	🔾
	🔾
	🔾
	🔾
	🔾
	🔾

	
	The staff is aware of IT risks and complies with
	🔾
	🔾
	🔾
	🔾
	🔾
	🔾

	
	Much is done in the company for IT security [INT.: more than classic protective measures].
	🔾
	🔾
	🔾
	🔾
	🔾
	🔾



D Company characteristics
	D01 When was your company founded?
Ask openly first, if no answer comes rough estimation of the age of the company on the basis of a read out scale].

	
	
year: _____________________ 

	
	🔾
	 ≤2 years

	
	🔾
	< 10 years

	
	🔾
	< 25 years

	
	🔾
	< 100 years

	
	🔾
	≥ 100 years

	
	🔾
	not specified

	
	🔾
	I do not know



	D02 Do you think that your company categorizes as a critical infrastructure in terms of the IT-Security Act?
[INT.: The IT Security Act includes the reporting of attacks on critical
infrastructures as well as to systemically relevant companies]

	
	🔾
	Yes

	
	🔾
	No

	
	🔾
	Not specified

	
	🔾
	I do not know




	D03 How high was the total turnover of your company in the last financial year?
[Ask openly first, if no answer comes, read scale out; only if not in Bisnode data].

	
	
total turnover: ___________________________ 


	
	🔾
	≤ 500.000 €

	
	🔾
	< 1 million €.

	
	🔾
	< € 2 million

	
	🔾
	< 10 million €.

	
	🔾
	< 50 million €.

	
	🔾
	< 500 million €.

	
	🔾
	≥ 500 million

	
	🔾
	not specified

	
	🔾
	I do not know



	D04 Does your company export products or services? 
[Note: only own company, not the group] 

	
	🔾
	Yes

	
	🔾
	No

	
	🔾
	Not specified

	
	🔾
	I do not know



	D05 How many locations with their own IT infrastructure  does your company have...? [Note: only own company, not the group] (INT.: In case of doubt an estimate is sufficient)

	
	
in Germany: ___________ 

abroad: ___________ 


	
	🔾
	Not specified

	
	🔾
	I do not know



	D06 How many employees in your company invest the majority of their working time in ... 

	
	
	Quantity
	Not specified
	I do not know

	
	... the operation of IT as a whole? 
	____
	🔾
	🔾

	
	And specifically in the operation of IT and information security?
	____
	🔾
	🔾



	D07 Has your company outsourced IT functions (INT.: Keyword  Outsourcing)?  [multiple answers] 

	
	🔾
	Email & Communication

	
	🔾
	Network Administration & Maintenance

	
	🔾
	 Web presence[e.g. online marketplaces, stores, customer portals]

	
	🔾
	Cloud Software & Cloud Storage

	
	🔾
	IT-Security (z.B. Incident Detection, SIEM, Threat Intelligence)

	
	🔾
	Miscellaneous__________________ 

	
	🔾
	No IT functions outsourced

	
	🔾
	Not specified

	
	🔾
	I do not know



Thank you very much for the interesting conversation and the time you have given us.
In order to be able to investigate future developments in the area of being affected by cyber attacks, we will conduct an online survey with participants of this study in about a year's time.
Would you be willing to give us a few more minutes of your time for this?
If yes: Under which e-mail address can we contact you? ___________________________ 
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