[bookmark: _kd5woho00xen]Briefing for interviewers
Disclaimer: All documents and surveys were originally in German. This is a translation to help understanding.
Written briefing - b2b survey "Cyber attacks against companies”

	Study basics

	Subject:
	How companies are affected by cyber attacks, how to deal with the attacks, IT protection measures

	target company:
	Private companies in Germany with 10 or more employees, companies/institutions in the area of public services

	Target person(s):
	Responsible for IT security, managing director, owner. The topic of the survey (cyber attacks, IT security measures in the company) primarily addresses people from the IT environment. However, smaller companies in particular will not have their own department for this. In these cases, the management will be best placed to provide information.

	Interviews:
	n = 5,000 by the end of 2018

	Duration of the survey:
	20 min.

	Survey area:
	Germany

	Survey ID
	########

	Special features in the processing

	Target person informed?
	No

	Info mail
	The Federal Ministry of Economics (BMWi) has issued a letter of invitation for this study. This letter is intended to inform the participants, to whet their appetite for the survey and to legitimize the purpose of the study. The letter with a high-ranking sender is our best door opener. Please actively offer to send the info mail!

	Arrange appointments?
	Yes, until end of field possible.

	Questions / remarks
	If you encounter any inconsistencies, open/requested questions or inconsistent formulations, please forward them immediately to the Director of Studies! Then we will have the chance to adapt and improve the questionnaire accordingly.

	Questionnaire structure
	The questionnaire is divided into four blocks. Block B is particularly relevant for companies that have registered cyber attacks or attempted attacks in the last 12 months. All other blocks are usually sent to all companies.
A) Entry
Position of the respondent, risk of cyber attack
B) Cyber attacks detected in the last 12 months
Concern, most serious attack, consequences, investigations)
C) IT security structures
IT security measures, cyber insurance, IT budget, information sources)
D) Company characteristics

	Special features for individual questions
	To maintain the flow of the interview, we have programmed loops in four places. In these loops, several questions are asked about a list of several aspects of each aspect.

	Grinding
 
	Q21001 Affected IT systems in the most severe cyber attack - loop for affected IT systems:
Q21 002 Importance of the IT system
Q21003 IT system downtime
Q21101 Affected data in the most severe cyber attack
Loop for affected records:
Q21102 What did the attackers do with the data?
Q21201 Costs resulting from the most severe cyber attack
Loop for items for which costs were incurred
Q21202 Estimation of cost
Q301 IT security measures in the company
Loop for existing measures
Q30101 If a serious cyber attack has occurred:
Introduction of the measure before/after the attack
Q30102 When backups are performed: Rotation of the backups
Q301 Additional item when backups are performed:
physically separate storage of backups

	Special features for
Individual questions
 
A/B split
	In order to keep the length of the interviews within limits, certain questions are only asked to a part of the respondents - a so-called questionnaire split. The assignment of the respondents to one of the two groups is done randomly during the interview.
So don't be surprised if not all your interviews contain the same questions!
Group A
Q218 If no criminal charges have been filed due to a serious cyber attack: What were the reasons?
Q308 Information sources on IT and information security
Group B
Q303 to Q305 Cyber insurance: presence, use, reasons, if not available

	Special features on individual questions
Numerical data
	At two points in the questionnaire, sums of money are asked for. These can be quite small or run into millions. In order to facilitate the input and to avoid mistakes, these sums are entered in several steps. In the interview you will see the following:

million  	thousand  	hundred
Imagine you would divide a large Euro sum into individual blocks. Each of the three input fields must be filled in.
Examples
For the sum "2.5 million euros" enter: 2 II 500 II 0
For the sum '2.430 Euro' enter: 0 II 2 II 430

	Follow-up survey e-mail -recording
	It is planned to invite interested participants of the survey again in a year's time for a survey. The follow-up survey is to be conducted online and will be carried out by our client, the criminological research institute Niedersachsen e.V. (KFN). In order to be able to invite the interested participants, we ask for the respondent's e-mail address at the very end of the interview. Please check carefully whether the e-mail entered is correct. Spell it out again after the recording and have it confirmed by ZP! For data protection reasons, we would like to point out that the e-mail address will be passed on to KFN. After completion of the follow-up survey, all contact data will be deleted as intended.
Important: If you notice that ZP has reservations about an e-mail recording
emphasize:
- There is no obligation to disclose the data - this is purely voluntary
- The data transfer is contractually secured and DSGVO-compliant
- The e-mail address will only be used for the follow-up survey and will NOT be given to third parties!

	Pronunciation aids and explanations of terms
	Questionnaire contains technical terms from the business world at various points. Here you will find an overview of these terms - each with a pronunciation aid and a short explanation.
Please read the overview carefully - it will give you confidence when talking to the high-ranking interview partners.
Technical terms from the questionnaire:
Antivirus software (i.e.: Anti-Wieren ßoft-Wär)
Cornputer program that automatically detects, blocks and removes malicious programs.
Backup (pronounce: Bäkk-app)
Data backups
Banking and Trading (i.e. Banking and Träiding)
Here: Bank and securities transactions of the company
CEO-Fraud (pronounced: ßieh-Ih-Oh Frohd)
pretending to be a leader of the company to cause certain actions of employees
Cloud (pronounced: Klaud)
Provision of computing power or memory or user programs via the Internet
Controlling (pronounced: Kontrouling)
Provision of suitable instruments and corporate information to support corporate management
Cyber attacks (i.e. egg attacks)
General term for attacks on IT systems or company databases.
Cybercrime (pronounced: ßeiber-Kraim)
Technical term for criminality in connection with IT systems and stocks of digital data
Defacing attacks (pronounced: die-feeding)
Cyber attacks, which have the goal of unauthorized web content of the company
to change
Denial of Service attacks (pronounced: di-naihl of ßörwiss), also known as DoS attacks (pronounced: Doss attack) or DDos attacks (pronounced: Die-Doss attack)
Cyber attacks that aim to overload web or e-mail servers
Firewall (pronounced: Faier- Wol) security system that protects a computer network or a single computer from unwanted network access
IT (pronounced: egg-ieh)
Stands for "Information Technology. Betriffi in the context of the study all areas of the company that deal with digital data.
IT Infrastructure (i.e.: Ei- Tieh infrastructure)
All devices and computer programs that enable the operation of application software
IT security (i.e., egg and milk security)
Also information security. Serves to protect against dangers, prevent economic damage and minimize risks with regard to the handling of digital data.
IT-Security (pronounced: Ei-Tieh ßekiu-ritih)
- IT Security
Critical infrastructure in terms of the IT security law
The IT Security Act stipulates special security requirements for socially important companies and organizations. This "critical infrastructure" (KRITIS for short) includes, for example, large energy, healthcare and financial companies.
Manual Hacking (pronounced: Häkking)
Manipulation of hardware or software without using special malware
Outsourcing (pronounced: aut-ßorßing)
Outsourcing of individual corporate functions
Patches (pronounced: Pättsches)
Updates for computer programs (especially for - antivirus software), which are intended to correct program errors
Phishing attacks (pronounced: fishing)
Deceiving employees with real-looking emails or web rarities, for example, to obtain sensitive company data
Ransomware (speak: Ränßom-wär)
Cyber attack with software that aims to encrypt company data and thus extort money, for example.
Security updates (i.e. App-Däits)
Update of the - anti-virus software
Spyware (speak: ßpai-wär)
Cyber attack with software aimed at spying on user activities or other data.
Certificates of IT-safety (i.e. egg-tieh safety)
Iso 27001 (i.e.: ISO twenty-seven thousand one) International standard that defines the requirements, implementation, maintenance and improvement of an information security management system in companies
VdS 3473 (pronounced: Fau-Deh-Ess thirty-four-thirty-three) Complies with ISO 27001, with adaptations for small and medium-sized companies. The guidelines are issued by the VdS Schadenverhütung (insurance company)




