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Disclaimer: All documents and surveys were originally in German. This is a translation to help understanding.
Interview guide for the research project Cyber attacks against companies

Introduction:
Thank you very much for taking the time for the interview and for being willing to talk to us about your experiences and views. Before we start the interview, I would like to briefly explain what our study is about and what is important to us.
We are conducting a survey on the topic of "Cyber attacks against companies" and are targeting in particular small and medium-sized companies, i.e. companies with a maximum of 249 employees.
Today we are talking about your professional expertise on this topic, i.e. your experiences and views that you have gained and that you bring to your work.
(Do you have any questions?)
In the course of our conversation, we will ask you various open questions, where I basically ask you to simply tell us everything you think is relevant and significant. While listening, I will take notes from time to time so that I can ask questions later, please do not let this disturb you. In this interview there is no "right" or "wrong" for us. We are not checking factual knowledge, but are interested in your perspective. In addition, we have plenty of time: the interview will last approximately 1.5 hours.
Just a few formal matters:
As we have already announced, we would like to record the interview on tape for later analysis and then write it down. This will also enable us to follow you better during the interview. Of course, we will use the interview material in the study in strict confidence and anonymously. This means that all personal data that allow conclusions to be drawn about you will be deleted or made anonymous.
-> Explain information sheet and declaration of consent
(Do you still have questions or objections? )
-> Switch on tape

	Professional background

	How would you describe your tasks and activities in this authority?

	Keywords
	Inquiries

	Position
	What is your position within the authority/department?

	Focus
	Do you have a thematic focus in your work?

	Duration of employment
	How long have you been dealing with the topic of cybercrime?

	Importance of Cybercrime
	How important is the topic of cybercrime against companies in your work?


  
	Tasks and possibilities of the authority/department

	How would you describe the tasks and possibilities of your authority/department with regard to cyber attacks against companies?

	Keywords
	Inquiries

	Cooperation
	Do you cooperate with other authorities?
How is the cooperation structured (exchange of information, division of labor, support)?

	Law enforcement
	How do you estimate the chances for a successful prosecution?
What is this dependence on?
Do investigations also take place without a report from a company?

	Challenges
	What are the challenges facing your authority/department?
Can these currently be managed (prevention work/ criminal prosecution)?

	Change
	In view of these challenges, has anything changed in recent years, either positively or negatively?

	Equipment
	How would you assess the material and personnel resources of your authority/department?
Is there a particular defect that makes the work of your agency/department more difficult?
          	> IT specialists,
          	> legal basis


  
	Definition/differentiation of cyber attacks

	Cybercrime or cyber attack is a broad term. What do you count as cyber attacks against companies and what not?

	Keywords
	Inquiries

	Delimitation
	In your opinion, what does not belong to the area of cyber attacks against companies?

	Differentiation
	Can cyber attacks against companies be differentiated
          	> Requirements, technical implementation, consequences?
In your opinion, are certain forms of attack or crime central or do they play a special role (Why)?


 

 
	Cooperation with SMEs

	What role do small and medium-sized companies play in the work of your authority/department?

	Keywords
	Inquiries

	Examples
	Can you describe typical, particularly good or less good examples of cooperation?

	Expectations
	What expectations do affected companies have of your authority/department?
Are there any differences between the SMEs?

	contact
	How is the contact to companies usually established?
Do you approach companies proactively and if so, in what form (informing, advising, ...)?

	Cooperation
	How do you assess the general willingness of affected companies to cooperate
Are there differences between the SMEs (size, industry, etc.)?
What hurdles and potential for improvement do you see in the collaboration?
Are the companies satisfied with the cooperation?

	Display
	Which incidents are typically reported, which are not?
What are the main reasons for companies to report/not report?


 
	Situation and development

	How do you assess the current situation and development regarding cyber attacks on companies?

	Keywords
	Inquiries

	Digitization
	How do you assess the degree of digitization and digital networking of German companies?
Are there differences: region, size, industry; turnover, etc.?

	Concern
	Are there strongly and less strongly affected companies (distinguishing features)?

	Targets
	In your opinion, are there currently particularly frequent forms and targets of cyber attacks?

	Perpetrators
	What are the findings on perpetrators/groups of perpetrators?

	Load
	Are there indications of regional or international differences in exposure?

	Trends
	Are you aware of any trends/displacements in cyber attacks?


 

 
	Safety standards and emergency management

	When you think of risks and security options against cyber attacks, what is the current position of German companies?

	Keywords
	Inquiries

	Risk factors
	What do you consider to be the most important risk factors for cyber attacks against companies?

	Protective measures
	Which measures would be the most suitable in your opinion to protect yourself from cyber attacks in the long term?

	Sensitivity
	How do you assess the sensitivity of German companies with regard to cybercrime?
How many cyber attacks are actually detected (double dark field)?

	Technical IT Security
	How do you currently assess the technical IT security of SMEs?
Are there any differences (distinguishing features)?

	Personal IT security
	How do you rate the competence of corporate IT security personnel?
How widespread are employee training courses?

	Organizational IT security
	How widespread are flowcharts in successful cyber attacks?
Are SMEs generally insured against cyber attacks? Do you see a need for insurance?

	Hurdles
	Do you take special hurdles for the improvement of IT security in companies?
What do you think would have to change to improve them?


 

 
	Closing

	From your point of view, is there a relevant point that we have not yet addressed?

	Keywords
	Inquiries

	 
	 

	 
	 

	 
	 


> Thanks for effort and concentration
> positive feedback regarding the personal and scientific benefit of the interview
 
Switch off the tape recorder!
-> Code on information sheet; sign declaration of consent


